This paper introduces and documents a novel image database specifically built for the purpose of development and benchmarking of camera-based digital forensic techniques. More than 14,000 images of various indoor and outdoor scenes have been acquired under controlled and thus widely comparable conditions from altogether 73 digital cameras. The cameras were drawn from only 25 different models to ensure that device-specific and model-specific characteristics can be disentangled and studied separately, as validated with results in this paper. In addition, auxiliary images for the estimation of device-specific sensor noise pattern were collected for each camera. Another subset of images to study model-specific JPEG compression algorithms has been compiled for each model. The 'Dresden Image Database' will be made freely available for scientific purposes when this accompanying paper is presented. The database is intended to become a useful resource for researchers and forensic investigators. Using a standard database as a benchmark not only makes results more comparable and reproducible, but it is also more economical and avoids potential copyright and privacy issues that go along with self-sampled benchmark sets from public photo communities on the Internet.
MOTIVATION
Digital image forensics is a forensic science that analyses traces in image data to answer at least one of two questions: first, is a given digital image authentic or has it been altered? And second, is it possible to link digital images to their acquisition device or class of acquisition devices? Depending on the level of analysis, classes can be the device type (i. e., digital camera or scanner), the manufacturer, or model. In contrast to digital watermarking as authenticity technique, digital image forensics does not require any active embedding step at the time of creation or publication. Evidence is extracted merely from structural analysis of image files and statistical analysis of the image data (i. e., the two-dimensional array of pixel intensities).
There already exists an ample body of literature in the young but rapidly growing field of digital image forensics, e.g. [14, 9, 8, 11, 13] . However, experimental evidence in this literature is generally generated from custom-made data sets, which are not always made available to independent researchers, for various reasons. Consequently, the reproduction and validation of new techniques as well as the comparison between alternative techniques is a complicated and error-prone task. Note that this problem is not specific for digital image forensics. Large parts of the contemporary research in digital forensics is barely reproducible and representative corpora are needed to bring more scientific rigor to all sub-disciplines of (digital) forensics [4, 1] .
The lack of a common benchmark data set in digital image forensics limits both comparability and reproducibility of results as well as the design of improved algorithms.
1 Comparability aside, it is also not economical for each team of researchers to do the fieldwork and compile their own data. To sum it up, we consider the existence of a common benchmark database as a sign of maturity of a field [15] and, in this contribution, introduce the 'Dresden Image Database' to fill this gap.
Great care has been taken to ensure that the database is most useful to researchers and forensic investigators alike. Our design goals were to build a comprehensive and extensible database of authentic digital photographs depicting realistic scenes. All images were acquired under controlled conditions, regarding all relevant influencing factors known for the current state of the art. The scenes have been carefully selected to avoid copyright violations and possible privacy 1 A commendable exception is the image splicing database by [7] . However, it is limited to the detection of very basic attempts of manipulations. It includes only a small set of images and it does not control for scene content.
issues. For example, false positives or spurious correlation could falsely frame uninvolved individuals as suspects in a criminal investigation. For this reason forensic investigators in certain jurisdictions are not allowed to check a suspect image against a set of images acquired from uncontrolled sources, such as photo communities on the Internet. This limitation does not apply to our database, so it may be used as a reference for evidence to be used in court.
The remainder of this paper is organized as follows: Section 2 presents the design ideas and the procedure followed to acquire the set of benchmark images. Section 3 describes the contents and structure of the database and discusses details of auxiliary images to study device-specific sensor noise pattern and model-specific JPEG compression artifacts. The quality and usefulness of the database is demonstrated in Sec. 4 with exemplary results for camera model identification. Section 5 points to a web-based user interface for the database and Sec. 6 concludes the paper.
IMAGE ACQUISITION PROCEDURE
Developing and testing forensic methods for digital images requires a large body of images acquired under the following list of basic parameters: different imaged scenes, different acquisition devices, different device settings, and different environmental conditions. Depending on the scope of the forensic method under study, sound research tries to control for as many of these parameters as possible. In fact, the empirical nature of forensic sciences makes it indispensable to use comprehensive and valid data sets [2] . However, when we consider the number of possible parameter combinations, the effort increases dramatically.
Consider for example methods for camera model identification. They require a large number of images of different scenes made with a large number of different devices. However, to study the performance of camera model identification rigourously, more than one device is required per camera model. Moreover the influence of scene content and camera settings has to be considered. So images of each scene for each device and, in the ideal case, for different camera settings are needed. To the best of our knowledge, no image database fulfilling these requirements is freely available for research. And obviously, building such a comprehensive data set is a too time-consuming task to be repeated by each team of researchers.
The main purpose of the presented image database is to provide an extendable and reusable set of authentic images of the same scene for each digital camera in our test setup covering different camera settings as a basis for developing and benchmarking image forensic methods. 2 Recall that a large number of images with very similar scene content is the key to study device-dependent, model-dependent and manufacturer-dependent characteristics in detail. So we selected 25 camera models spanning all relevant manufacturers and price ranges (i. e., very simple cameras with fixed lens up to semi-professional digital SLR cameras) and collected up to 5 devices for each model. In most cases more than one model was available for each manufacturer. This enables to study the similarity of characteristics between models of the same manufacturer as well as between manufacturers. 2 In case of forgery detection algorithms, additional faked images are required. The proposed database can be a starting point to create such manipulated images [10] , though manipulated images are not part of the database, yet. For logistic reasons, the altogether 73 cameras were divided into two image sets (A and B) while ensuring that all devices of the same model always belong to the same set. Landscape and portrait images were acquired at various positions around the picturesque city of Dresden in wintertime (to escape the crowds of tourists). Typical examples for acquired scenes are depicted in Fig. 1 .
The general image acquisition procedure is illustrated in Fig. 2 . At each position, up to two motives were fixed with tripods, and three or more scenes have been taken from each motive. Different scenes for one motive differ by their focal length (by default, minimum and maximum focal lengths as well as one comparable setting between models has been acquired). For each scene, at least one image exists with default settings (full automatic or, if applicable, programme mode), and a second image was taken with deactivated flash in case the camera automatic has flashed in the default setting. The assignment of each image to its scene, motive and position is given with respective identifiers in the database so that images can be selected and compared across settings, manufacturers, models and devices within the image set.
Most consumer cameras by default store images in lossy compressed JPEG format. To minimize the impact of such post-processing inside the camera, we configured all cameras to the highest available JPEG quality setting and maximum available resolution. When supported by the camera, additional losslessly compressed images were stored. Table 1 shows the list of selected camera models and their corresponding number of available devices. It includes also basic information on the model specifications and statistics of the flash launches. Overall, the database contains enough images to draw subsets with constant flash setting or focal lengths to quantitatively study the sensitivity of forensic techniques to these properties. It also allows to study the stability of lens aberrations in natural scenes. Therefore, the convertible lenses of the two Nikon D200 SLR digital . . . cameras were interchanged between both devices for each acquired scene. Additionally, two identical lenses were used for the Nikon D70/D70s SLR digital cameras. These lenses were interchanged for each acquired image between two (out of four) camera bodies.
CONTENT AND ORGANISATION
To study the device-specific sensor noise pattern of all cameras in the image database, 50 dark frame images and 50 flatfield images were acquired for each device. The lens was covered to acquire the dark frames and a homogeneously backlit screen was used to acquire the flatfield frames. These auxiliary images are ready to analyse the stable parts of the sensor noise pattern separately: fixed pattern noise (FPU) and photo-response non-uniformity (PRNU). This allows, among others, research on ways to suppress or to forge the device-specific sensor noise pattern (cf. [12, 6] ).
Another subset of images was created to specifically study model-specific JPEG compression algorithms. Some digital cameras apply JPEG compression independently from scene content (i. e., fixed quality), whereas others adaptively adjust their JPEG quantisation tables to the complexity of the scene content (i. e., fixed target file size). To study this interaction and compile a database of plausible JPEG quantisation tables per model, two scenes were designed to analyse model-specific JPEG compression algorithms as a function of the scene content. Figure 3 depicts the two JPEG-scenes, one scene with homogenous areas and low complexity, and one with pronounced colour contrast and higher complexity. Both scenes were acquired with one device of each model, thereby iterating over all combinations of possible image sizes, image quality settings, and flash enabled or disabled.
All images in the database are stored with and are referenced by an unique identifier, a cryptographic hash value (SHA1) to ensure the image integrity. The images are linked to the applied parameter values during image acquisition, Figure 3 : The two special scenes specifically designed to study the model-specific JPEG compression algorithm.
like the corresponding scene of an image, the camera model or the applied camera settings. Further, manually coded tags describing the visual quality in terms of visible image defects, image distortions (out of focus, camera blur) are available per image. This enables the selection of subsets (possibly excluding technically 'bad' images) by specifying parameter values of interest. Figure 4 summarises the basic structure of the database with a simplified entity relationship model. Entities are represented by rectangles, relations are represented by diamonds and attributes are represented by circles. The cardinality of functional relations between entities are indicated by 1 or N. So for each position, two tripods were fixed to capture scenes of two motives. Every motive is further characterised by the scene type (e. g., urban, natural or auxiliary) and the environment, i. e., indoor or outdoor. For each motive, N images were acquired using different devices and different camera settings for focal length, flash and the employed lens. Each device corresponds to one model and one manufacturer. Note that for brevity, not all available attributes are printed in Fig. 4 .
Besides the image acquisition parameters, the image database is also designed to store measured features for each image. For example, such features can be used to determine the manufacturer, model or device of the acquisition device from the image alone. There are two main advantages of storing the calculated features. First, if one re-implements other researchers' methods as starting point for own experiments, stored features along with the underlying images can be a valuable reference to eliminate ambiguities (and spot errors). Second, in certain cases the time-consuming reimplementation and feature extraction of alternative analysis methods can be completely avoided while still being able to compare their performance to newly developed methods. Both puts researchers in a better position to provide sound evaluation results with reasonable effort (cf. [4] ).
EVALUATION
In this section we present a first practical evaluation of the image database. One way to assess the quality of an image database is the absence of saturation due to over-or underexposure. This is so because saturated areas in images hide model and device-specific characteristics and distort typical forensic algorithms. Figure 5 shows a histogram of the fraction of saturated pixels in image set A: all images have been converted to 8-bit greyscale and pixels count as saturated if their value is either below 5 or above 250. These thresholds were chosen to reflect a typical level of noise in consumer digital cameras. In both image sets, 97% of all images con- tain less than 25% saturated pixels. In 90% of the images, the number of saturated pixels per image is less than 10%. A differentiation between saturation in bright and dark areas shows that in 96% of the images, the number of saturated pixels in bright areas is less than 10%; and in 95% of the images, the number of saturated pixels in dark areas is less than 10%.
To practically evaluate the suitability of our database for the development and evaluation of image forensic methods, we ran feature-based camera model identification, as proposed by Kharrazi, Sencar and Memon [9] , on the image database. As the name suggests, feature-based camera model identification is based on analysing 34 different features which capture the characteristics of the different camera components of a digital camera (e. g., image quality, image noise, image sharpness or colour reproduction). Additionally, our extended feature set was included in the practical evaluation [5] .
Based on the calculated features for all images, Fig. 6 exemplary depicts the distance in feature space between all devices in the image database, annotated with the model names. The plot is generated by reducing the feature-space to the 10 most influential features using a sensitivity measure based on the principal component analysis. The result clearly demonstrates the dissimilarity between models, whereas the calculated features for devices of the same model are closer to each other. Compared to previous work including only 5 or 12 different camera models [9, 5] , the results reported here document that feature-based camera model identification is also practical in large-scale scenarios.
Furthermore, the calculated features were used to train a machine learning algorithm 3 to identify the employed camera model automatically. Therefore, 60% of the images of one device per model were selected to train the machine learning algorithm, and all images of the remaining devices were used for testing. This procedure was iterated over all devices per model. Table 2 summarises the test results. Figure 6 : Visualisation of intra-model similarity and inter-model dissimilarity. Multi-dimensional scaling of device centroids in a reduced feature space, annotated with model labels. The feature space has been reduced to the ten most influential features using a PCA-based feature sensitivity measure.
Note, only models with more than one device were selected for this test scenario. As documented in Tab. 2, the overall true positive rate is approximately 96%. The detailed identification results vary between different camera models, from assigning all images correctly (Nikon Coolpix S710, Ricoh GX100) to correct identification rates around 90% for the Sony DSC-T77 and the Pentax Optio A40.
The discrimination problems between models Nikon D70 and Nikon D70s were investigated by training both camera models separately. As the differences between camera models D70 and D70s are negligible due to a minor version update, the correct assignment of images made with these camera models is worse compared to all other results. However, the majority of all images made with the D70/D70s camera models are assigned to one of both models. This emphasises experimentally the expected similarity between Nikon D70 and Nikon D70s.
Both, the calculated image histograms as well as the calculated features will be made available in the image database.
USER INTERFACE
The 'Dresden Image Database' will be made freely available to other researchers for scientific purposes and can be accessed under the following URL: http://forensics.inf. tu-dresden.de/dresden_image_database/. The website enables browsing and downloading the provided images. For each image the associated meta informations-like image histograms, camera EXIF information, quantisation tables, and image features-are available through the website.
The web interface to the image database enables to create subsets of images according to the specified needs of a researcher, i. e., selecting images by categories like manufacturer, model, device, visual quality or camera settings. Beyond a simple 'image gallery', the web interface also provides functions to share the created image subsets between users and to support discussions of single images, image subsets or known classes of images. Users are invited to comment images and, by this, to share and strengthen their knowledge. Within future releases of the image database, a function to upload new feature descriptions and new feature values will be also made available.
CONCLUDING REMARKS
Recently, Garfinkel et al. (in line with the U. S. National Acadamy of Sciences) emphasized the need for publicly available and well-documented forensic reference data sets to make forensic results reproducible and comparable [4, 1] . Considering the limited time and financial resources of research groups and the need for reference data sets in education [4] , the 'Dresden Image Database' is designed to fill the current gap for digital image forensics by providing a useful resource for investigating camera-based image forensic methods.
Overall more than 14,000 images covering different camera settings, environments and specific scenes facilitate rigorous analyses of manufacturer-, model-or device-dependent characteristics and their relation to other influencing factors. Furthermore, the image database is expected to enable independent researchers to verify their results on a publicly available dataset.
Contrary to the use of images collected from photo communities, our database provides authentic digital images together with well-documented parameters, like the photographed scene and the used camera settings. Furthermore, the 'Dresden Image Database' avoids copyright or privacy issues. The maintainer will ensure the long-term availability of the image data set and extend the database by including special sets of auxiliary images for the measurement of lens aberrations, and by including self-made fake images in the near future. The possibility to upload and share computed features into the 'Dresden Image Database' is deemed an accelerator for development and accuracy of new image forensic methods. The modular design of the 'Dresden Image Database' also enables to integrate new image data sets within future releases.
